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The Ohio Legislature created new cybersecurity requirements for local governments in the recently 
passed Am. Sub. House Bill 96 , which Governor DeWine signed on June 30th and go into effect in 90 days. 
These new standards are identical to the language in Ohio HB 283 & SB 208 that directs political subdivisions 
to create a cybersecurity program. While the legislature removed funding provisions from the final bill, 
recommended by the State of Ohio and CyberOhio, to assist local governments in transitioning to these new 
standards, CyberOhio and the State of Ohio are ready with several capabilities to assist local governments 
with adhering to these new requirements. These include the Ohio Cyber Integration Center (OCIC), the Ohio 
Persistent Cyber Initiative (O-PCI), the Ohio Cyber Reserves, and local government cyber grants program 
under the Federal State and SLCGP program. 

NEW PROGRAM REQUIREMENTS 

Under the new law, local governments must adopt a cybersecurity program that safeguards their data, 
information technology, and information technology resources to ensure availability, confidentiality, and 
integrity. The program shall be consistent with generally accepted best practices for cybersecurity, such as the 
NIST CSF and CIS cybersecurity best practices, and may include, but are not limited to, the following: 

• Identify and address the critical functions and cybersecurity risks of the political subdivision. 
• Identify the potential impacts of a cybersecurity breach. 
• Specify mechanisms to detect potential threats and cybersecurity events. 
• Specify procedures for the political subdivision to establish communication channels, analyze incidents, 

and take actions to contain cybersecurity incidents. 
• Establish procedures for repairing infrastructure impacted by a cybersecurity incident and maintaining 

security after the incident. 
• Establish cybersecurity training requirements for all employees of the political subdivision; the 

frequency, duration, and detail of which shall correspond to the duties of each employee. 
The OCIC, O-PCI, and Cyber Reserves will be able to assist local governments in assessing cyber risk and 
begin to develop a cyber program. Continual audits from The Ohio Auditor of State (AOS), will keep local 
governments on track. 

TRAINING REQUIREMENTS 

Local governments must conduct annual cybersecurity training. This training may be provided by the state. 
Training provided free of charge for local governments by the Ohio Persistent Cyber Initiative or O-PCI 
program of the Ohio Cyber Range Institute, satisfies the training requirements. 

NEW RANSOMWARE PAYMENT REQUIREMENTS 

https://links-2.govdelivery.com/CL0/https:%2F%2Fwww.legislature.ohio.gov%2Flegislation%2F136%2Fhb96/1/01010197c49d1c3e-11b1be1e-2943-4c78-b6bf-1dd80f227461-000000/eRRqrOiap5zmw5JCIWlZl086Cruo_ghZAJon5hCB7tU=411
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.gongwer-oh.com%2Flegislation%2Fbill.cfm%3Fbillid%3D2025HB28302&data=05%7C02%7Ckirk.herath%40governor.ohio.gov%7C4dd913330b7240292edf08dda43bbd88%7C50f8fcc494d84f0784eb36ed57c7c8a2%7C0%7C0%7C638847298663319608%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=tYdBT4leEoLGgFbEb8eVD6uYtjx8nha5SjoU8bo%2F0iY%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.gongwer-oh.com%2Flegislation%2Fbill.cfm%3Fbillid%3D2025SB20802&data=05%7C02%7Ckirk.herath%40governor.ohio.gov%7C4dd913330b7240292edf08dda43bbd88%7C50f8fcc494d84f0784eb36ed57c7c8a2%7C0%7C0%7C638847298663339710%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=PJODA5BUmvikI7hFrkI6Osn2Y5E8yMTvelDEOGilfBM%3D&reserved=0


Local governments experiencing a ransomware incident shall not pay or otherwise comply with a ransom 
demand, unless their legislative authority formally approves the payment or compliance with the ransom 
demand in a resolution or ordinance that specifically states why the payment or compliance with the ransom 
demand is in the best interest of the local government. For purposes of this section, "ransomware incident" 
means a malicious cybersecurity incident in which a person or entity introduces software that gains 
unauthorized access to or encrypts, modifies, or otherwise renders unavailable a political subdivision's 
information technology systems or data and thereafter the person or entity demands a ransom to prevent the 
publication of the data, restore access to the data, or otherwise remediate the impact of the software. 

CYBER INCIDENT NOTIFICATION REQUIREMENTS 

There are new reporting requirements to the State of Ohio following a cybersecurity or ransomware incident. 
Following all such incidents, local governments must notify both of the following: 

1. The Executive Director of the Division of Homeland Security within the Ohio Department of Public 
Safety, in a manner prescribed by the executive director, as soon as possible but not later than seven 
days after the political subdivision discovers the incident. Notification will be made to OHS’s Cyber 
Integration Center (OCIC), and guidelines will be issued soon as to the appropriate means of notifying. 

2. The Ohio Auditor of State (AOS), in a manner prescribed by the AOS, as soon as possible but not later 
than thirty days after the political subdivision discovers the incident. 

Importantly, any records, documents, or reports related to the cybersecurity program and framework in division 
(C) of this section, and the reports of a cybersecurity incident or ransomware incident under division (D) of this 
section, are not public records under section 149.43 of the Revised Code. Under this section, a reportable 
"Cybersecurity incident" is broad and means any of the following: 

• A substantial loss of confidentiality, integrity, or availability of a covered entity's information system or 
network. 

• A serious impact on the safety and resiliency of a covered entity's operational systems and processes; 
• A disruption of a covered entity's ability to engage in business or industrial operations, or deliver goods 

or services; 
• Unauthorized access to an entity's information system or network, or nonpublic information contained 

therein, that is facilitated through or is caused by: 

o A compromise of a cloud service provider, managed service provider, or other third-party data 
hosting provider; or 

o A supply chain compromise. 
"Cybersecurity incident" does not include mere threats of disruption as extortion; events perpetrated in good 
faith in response to a request by the system owner or operator; or lawfully authorized activity of a United 
States, state, local, tribal, or territorial government entity. 



Legal notice – This does not constitute legal advice, and you should check with your own legal counsel on how 
to comply with these new requirements. 
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